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Cybersecurity Resource Guide for Financial Institutions

This guide provides resources designed to assist in financial sector resilience. Use of these resources is
voluntary. FFIEC members do not endorse the listed organizations.
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Center for Internet Security

https://www.cisecurity.org/

DHS Automated Information Sharing Program

https://www.us-cert.gov/ais

DHS Cyber Incident Reporting Guide

https://go.usa.gov/xUzqY

DHS Cyber Resilience Review
https://www.us-cert.gov/ccubedvp/assessments

DHS National Cybersecurity and Technical Services
https://www.us-cert.gov/resources/ncats

FBI’s Internet Crime Complaint Center (IC3)

https://www.ic3.gov
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FDIC Cyber Challenge: A Community Bank Cyber Exercise

https://go.usa.gov/xUzqa
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Financial Crimes Enforcement Network (FinCEN)
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https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2016-a005 .
Financial Sector Cyber Exercise Template > o |
https://www.fbiic.gov/financial-sector-cyber-exercise.html A ) N 2

Financial Services Information Sharing and Analysis Center (FS-ISAC)

https://www.fsisac.com
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FS-ISAC Cyber Attack Against Payment Systems (CAPS) Exercise

https://www.fsisac.com/Exercises-CAPS
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Infragard

https://www.infragard.org

National Credit Union Information Sharing and Analysis Organization
https://ncuisao.org

Reporting to Primary Regulator
https://go.usa.gov/xUtS3

Sheltered Harbor

https://shelteredharbor.org/background

U.S. Secret Service Electronic and Financial Crimes Task Forces

https://www.secretservice.gov/investigation/#field

United States Computer Emergency Readiness Team

https://www.us-cert.gov
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Assessments
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Center for Internet Security, Inc. (CIS®)

CIS is a non-profit entity that harnesses the power of a global IT
community to safeguard private and public organizations against cyber
threats.

e (IS Benchmarks™: 100+ configuration guidelines for various
technology groups to safeguard systems against today’s
evolving cyber threats.

e CIS Configuration Assessment Tool Lite (CIS-CAT) : A free
detailed assessment of systems (Windows 10, Google Chrome,
Ubuntu, Mac OS) in conformance with CIS Benchmarks.

https://www.cisecurity.org

<CIS Center for Internet Security*
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DHS Cyber Resilience Review

The Cyber Resilience Review (CRR) is a free, voluntary, and non-
technical tool for assessing an organization’s operational resilience and
cybersecurity practices. The CRR may be conducted as a self-
assessment or as an on-site assessment facilitated by the U.S.
Department of Homeland Security (DHS) cybersecurity professionals.
The CRR assesses enterprise programs and practices across 10 domains
including risk management, incident management, and service
continuity. The assessment is designed to measure existing
organizational resilience as well as provide a gap analysis for
improvement based on recognized best practices. For more information,
email CSE@hg.dhs.gov

https://www.us-cert.gov/ccubedvp/assessments

DHS National Cybersecurity and Technical Services

The National Cybersecurity Assessments and Technical Services
(NCATYS) team at the DHS’s National Cybersecurity and
Communications Integration Center (NCCIC) supports U.S. government
and industry critical infrastructure by providing proactive testing and
assessment services. One of the primary services offered by NCATS is
its Cyber Hygiene program, which aims to secure internet accessible
systems by continuously scanning for known vulnerabilities and
configuration errors. NCATS services are available at no-cost to
financial institutions. For more information, email:
ncats_info@hq.dhs.gov

https://www.us-cert.gov/resources/ncats

CYBER HYGIENE REPORT CARD
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Exercises

FDIC Cyber Challenge: A Community Bank Cyber Exercise

The FDIC Cyber Challenge exercises provide nine video vignettes that
help community financial institutions facilitate discussions about
operational risk issues and the potential impact of IT disruptions on
common banking functions. The Cyber Challenges can provide
information about an institution’s preparedness and identify opportunities
to strengthen the banks’ resilience to operational risk.

https://go.usa.gov/xUzga.

Financial Sector Cyber Exercise Template

The Financial Sector Cyber Exercise Template is designed for smaller
financial sector institutions to test their preparedness. The template helps
institutions run their own internal cyber exercises and facilitates
discussion on how best to engage with the national architecture for
coordinating responses to significant cybersecurity incidents among
government and industry. Institutions can modify the template to suit
their specific needs.

https://www.fbiic.gov/financial-sector-cyber-exercise.html

FINANCIAL SECTOR CYBER
EXERCISE TEMPLATE
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FS-ISAC Cyber Attack Against Payment Systems (CAPS) Exercise

Financial Services — Information Sharing and Analysis Center (FS-ISAC)
Cyber Attack Against Payment Systems (CAPS) exercise is a two-day,
tabletop exercise held annually that simulates an attack on payment
systems and processes. The exercise is free and open to non-FS-ISAC
members.

CAPS exercises present a robust, real-world cyber attack designed to
challenge incident response teams to:

¢ Practice mobilizing quickly;

e Work under pressure;

e Critically apprise information as it is available; and

e Connect the cyber dots to defend against an attack.

https://www.fsisac.com/Exercises-CAPS
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Information Sharing

DHS Automated Information Sharing Program

The Automated Information Sharing Program (AIS), is a part of the
DHS’s effort to create a free ecosystem that enables the federal
government and private sector companies to share information about real-
time cyber threat indicators. As soon as a federal agency or company
observes an attempted compromise, the indicator is disseminated with all
partners in the ecosystem with the aim of protecting them from reported
threats. For more information, email: ncciccustomerservice@hgq.dhs.gov

Homeland

Security

AUTOMATED INDICATOR SHARING (AIS)
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and/or soc@US-CERT.gov

https://www.us-cert.gov/ais

Financial Services Information Sharing and Analysis Center (FS-ISAC)

The FS-ISAC is a global financial industry resource for cyber and
physical threat intelligence analysis and sharing. Membership in the FS-
ISAC is tiered and based upon institution size, but it also offers a free
service to provide the most critical public alerts through its Critical
Notification Only Participant (CNOP) program.

https://www.fsisac.com

Information
Sharing and
Analysis Center|
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( Free)

» FINANCIAL
SERVICES

Infragard

InfraGard is a partnership between the FBI and members of the private
sector. InfraGard provides a vehicle for seamless public-private
collaboration that expedites the timely exchange of information and
promotes mutual learning opportunities relevant to the protection of
critical infrastructure. For more information or general questions, please
email InfraGardTeam@{tbi.gov.

https://www.infragard.org
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Thousands of members, one mission: securing infrastructure

7 Ry
( Free)
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National Credit Union Information Sharing and Analysis Organization (NCU-ISAO)

Presidential Executive Order 13691 directed DHS to encourage the
development of ISAOs to address information sharing beyond the
traditional infrastructure sectors. NCU-ISAQO’s mission is to enable and
sustain credit union critical infrastructure cyber resilience and preserve
the public trust by advancing trusted security coordination and
collaboration to identify, protect, detect, respond, and recover from
threats and vulnerabilities.

https://ncuisao.org
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U.S. Secret Service

Electronic Crimes Task Force

The Secret Service has established 40 Electronic Crimes Task Forces in
the United States. The mission of this national network is to prevent,
detect, and investigate electronic crimes, including potential terrorist
attacks against critical infrastructure and financial payment systems. The
task forces leverage the combined resources of academia, the private
sector, and local, state, and federal law enforcement.

Financial Crimes Task Force

The Secret Service has established 46 Financial Crimes Task Forces in
the United States. They combine the resources of the private sector and
other law enforcement agencies in an organized effort to combat threats
to U.S. financial payment systems and critical infrastructures.

https://www.secretservice.gov/investigation/#field

DHS National Cybersecurity and Communications Integration Center

The DHS National Cybersecurity and Communications Integration
Center (NCCIC) mission is to reduce the risk of systemic cybersecurity
and communications challenges in its role as a flagship cyber defense,
incident response, and operational integration center. As part of the
NCCIC, the United States Computer Emergency Readiness Team (US-
CERT) responds to major incidents, analyzing threats, and exchanging
critical cybersecurity information with trusted partners around the world.
US-CERT regularly publishes timely information about current
vulnerabilities, exploits, and other security issues. Subscribe to mailing
list: https://www.us-cert.gov/mailing-lists-and-feeds

https://www.us-cert.gov
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Response/Reporting
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DHS Cyber Incident Reporting Guide

The DHS Cyber Incident Reporting Guide provides information on the
importance of reporting cyber incidents. A private sector entity that is a
victim of a cyber incident can receive assistance from government
agencies, which are prepared to investigate incidents, mitigate
consequences, and help prevent future incidents. For example, federal
law enforcement agencies have highly trained investigators who
specialize in responding to cyber incidents for the purpose of disrupting
threat actors and preventing harm to other potential victims. In addition to
law enforcement, other federal responders provide technical assistance to
protect assets, mitigate vulnerabilities, and offer on-scene response
personnel to aid in incident recovery.

Fact sheet: https://go.usa.gov/xUzq¥Y

Cyber Incident Reporting
A Unified Message for Reporting to the Federal Government

ol other

FBI’s Internet Crime Complaint Center (IC3)

The Internet Crime Complaint Center provides the public with a reliable
and convenient reporting mechanism to submit information to the FBI
concerning suspected internet-facilitated criminal activity and to develop
effective alliances with law enforcement and industry partners.
Information is analyzed and disseminated for investigative and
intelligence purposes to law enforcement and for public awareness.

Field Offices/Regions: https://www.fbi.gov/contact-us/field-offices

https://www.ic3.gov

Federal Bureau of Investigation
Internet Crime Complaint Center(lCS)(A

Welcome to the IC3
»
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Financial Crimes Enforcement Network (FinCEN)

FinCEN’s mission is to safeguard the financial system from illicit use,
combat money laundering, and promote national security through the
collection, analysis, and dissemination of financial intelligence and
strategic use of financial authorities. Cybercriminals target the financial
system to defraud financial institutions and their customers and to further
other illegal activities. Financial institutions can play an important role in
protecting the U.S. financial system from these threats. Institutions
should determine if filing a Suspicious Activity Report (SAR) is required
or appropriate, as in the case of an unauthorized electronic intrusion
intended to damage, disable, or otherwise affect critical systems. When
filing is not required, institutions may file a SAR voluntarily to aid law
enforcement in protecting the financial sector. Financial institutions are
encouraged to provide relevant cyber-related information and indicators
in their SAR reporting.

https://www.fincen.gov/frequently-asked-questions-fags-regarding-
reporting-cyber-events-cyber-enabled-crime-and-cyber

Financial institutions can register with FinCEN to share information,
including cyber-related information, with other financial institutions
regarding individuals, entities, and organizations relating to suspected
money laundering and terrorist financing under section 314(b) of the USA
PATRIOT Act.

https://www.fincen.gov/section-314b

FINANCIAL CRIMES

NFORCEMENT NETWORK

Frequently Asked Questions (FAQs) regarding the
Reporting of Cyber-Events, Cyber-Enabled Crime, and
Cyber-Related Information through Suspicious
Activity Reports (SARs)

Sheltered Harbor

Sheltered Harbor is a voluntary industry initiative launched in 2015
following a series of cybersecurity simulation exercises between public
and private sectors, known as the Hamilton Series. Its purpose is to
promote the stability and resiliency of the financial sector and to preserve
public confidence in the financial system.

The Sheltered Harbor standard combines secure data vaulting of critical
customer account information with a comprehensive resiliency plan to
provide customers timely access to their account information and
underlying funds during a prolonged systems outage or destructive cyber
attack.

As of October 2018, participating financial institutions hold 70 percent of
U.S. deposit accounts and 55% of U.S. retail brokerage client assets.

https://shelteredharbor.org
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Regulatory Reporting

If a cyber incident results in unauthorized access to or use of sensitive

. , R P ancia/
customer information, the institution should notify its primary federal or o [’?\9{_
state regulator(s). In all other instances where institutions are victims of ‘:3* I - ’:‘a

. o . A -
cyber attacks, they are encouraged to inform law enforcement authorities ~ ®
and notify their primary regulator(s). = 4
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https://www.federalregister.gov/documents/2005/03/29/05- 6:; &
5980/interagency-guidance-on-response-programs-for-unauthorized- 0?1}; ation cov

access-to-customer-information-and

https://www.ncua.gov/newsroom/Pages/ncua-report/2017/
second-quarter/need-notify-ncua-regional-director-information-
security-incident.aspx
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