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PRIVACY PREPAREDNESS CHECK-UP 
 

The  Gramm-Leach-Bl i l ey  Ac t  o f  1999 ,  a l so  known as  the  F inanc ia l  Se rv ices  
Modern iza t ion  Ac t ,  i n s t i tu t ed  s ign i f i can t  changes  to  the  l aws  govern ing  
f inanc ia l  in s t i tu t ions .  T i t l e  V  o f  the  Ac t  se t  fo r th  p rov i s ions  address ing  the  
r igh t s  o f  a  consumer  wi th  r e spec t  to  p r ivacy  o f  non-pub l i c  f inanc ia l  
in fo rmat ion .  The  implement ing  regu la t ion ,  12  CFR Par t  573 ,  desc r ibes  the  
ob l iga t ion  o f  the  f inanc ia l  ins t i tu t ion  to  in fo rm the  consumer  o f  i t s  
in fo rmat ion-sha r ing  p rac t i ces  wi th  bo th  a f f i l i a t ed  and  non-a f f i l i a t ed  th i rd  
pa r t i e s ;  the  r igh t s  o f  the  consumer ,  sub jec t  to  ce r t a in  excep t ions ,  to  op t -ou t  
o f  such  sha r ing ;  and  the  secur i ty  p rov ided  fo r  consumer  in fo rmat ion  by  the  
ins t i tu t ion .  

As  pa r t  o f  the  ru le -mak ing  p rocess ,  t he  OTS and  i t s  f e l low fede ra l  agenc ies  
so l i c i t ed  pub l i c  comment .  Many  indus t ry  members  commented  tha t  the  
ru le ’ s  p rov i s ions  wou ld  r equ i re  ex tens ive  and  cos t ly  adap ta t ion  measures .  
The  agenc ies  sough t  to  ba lance  the  ru le ’ s  impor tan t  p r ivacy  ob jec t ives  wi th  
the  p rospec t ive  burden  on  the  indus t ry  and  de te rmined  tha t  some  
accommoda t ions  were  necessa ry .  Consequen t ly ,  desp i t e  the  ru le ’ s  e f fec t ive  
da te  o f  November  13 ,  2000 ,  fu l l  compl iance  i s  no t  manda to ry  un t i l  Ju ly  1 ,  
2001 .  However ,  du r ing  the  in te r im pe r iod ,  f inanc ia l  in s t i tu t ions  a re  
“expec ted  to  beg in  compl iance  e f for t s  prompt ly ,  t o  use  the  per iod  pr ior  to  
June  30 ,  2001  to  implement  and  t e s t  the i r  sys tems ,  and  to  be  in  fu l l  
compl iance  by  Ju ly  1 ,  2001 .”  65  Federa l  Reg i s t e r  35162 ,  35185  ( June  1 ,  
2000) .   

The  purpose  o f  th i s  P r ivacy  Prepa redness  Check-up  i s  to  p rov ide  you ,  the  
examiner ,  wi th  a  number  o f  ques t ions  to  a s s i s t  you  in  de te rmin ing  the  
e f fo r t s  o f  ins t i tu t iona l  management  to  ach ieve  compl iance  wi th  the  p r ivacy  
ru le .  Af te r  d i scuss ing  these  ques t ions  wi th  management  and  cons ide r ing  any  
o the r  r e l a t ed  in fo rmat ion  o f fe red  by  management ,  you  shou ld  be  ab le  to  
de te rmine  the  “preparedness”  o f  the  ins t i tu t ion  and  to  p rov ide  management  
wi th  an  a s sessmen t .  Management  shou ld  be  mindfu l  tha t  many  o f  the  ru le ’ s  
p rov i s ions ,  such  as  the  d i s semina t ion  o f  an  in i t i a l  p r ivacy  no t i ce  and ,  an  
op t -ou t  no t i ce  and  the  exp i ra t ion  o f  a  r easonab le  op t -ou t  t ime  pe r iod ,  mus t  
have  been  accompl i shed  pr ior  to  Ju ly  1 ,  2001 .  Al though  the  ex ten t  o f  
compl iance  e f fo r t s  wi l l  va ry  among  en t i t i e s  depend ing  on  the i r  in fo rmat ion-
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sha r ing  p rac t i ces ,  a f f i l i a t e  r e l a t ionsh ips  and  o rgan iza t iona l  s i ze ,  al l  
i n s t i tu t ions  shou ld  cu r ren t ly  be  work ing  toward  the  manda to ry  compl iance  
da te .  No  ins t i tu t ion  i s  excep ted  f rom the  Ac t ’ s  r equ i rements .  Even  i f  the  
th r i f t  has  no  expec ta t ion  o f  sha r ing  consumer  in fo rmat ion ,  i t  i s  r equ i red  to  
have  and  d i sc lose  i t s  p r ivacy  po l i cy .  

The  we l l  p repared  ins t i tu t i on  wi l l  deve lop  and  execu te  an  approach  o r  p lan  
to  t ake  i t  f rom unders tand ing  i t s  ob l iga t ions  under  the  p r ivacy  ru le  to  
implement ing  the  po l i c i e s ,  p rac t i ces ,  con t ro l s  and  sys tems  tha t  wi l l  a s su re  
t ime ly  compl iance .  The  Pr ivacy  Preparedness  Check-up  i s  in t ended  to  be  a  
genera l  gu ide ,  wi th  a  b road  scope  cap tu r ing  the  p r inc ipa l  componen t s  o f  a  
sound  p lan  o f  ac t ion .  However ,  t he  gu ide  i s  no t  a  r equ i remen t  fo r  r ig id  
fo rmal i ty .  Ra the r  i t  s e rves  a s  a  benchmark  fo r  ins t i tu t ions  and  examiners  to  
app ly  to  a  wide  r ange  o f  ope ra t ions  in  eva lua t ing  whe the r  th r i f t s  a re  mak ing  
cons ide red  p rogress  toward  e f fec t ive  compl iance  management  po l i c i e s  and  
sys tems .  

The  Check  up  i s  no t  a  se t  o f  examina t ion  p rocedures .  The  FFIEC agenc ies  
a re  p repa r ing  a  consensus  se t  o f  examina t ion  p rocedures  tha t  wi l l  be  i s sued  
l a t e r  th i s  yea r .  Those  p rocedures  wi l l  be  employed  when  the  compl iance  
dead l ine  o f  Ju ly  1 ,  2001  has  been  reached .  Of  course ,  once  pub l i shed ,  the  
p rocedures  can  be  a  va luab le  r e source  to  a id  ins t i tu t ion  e f fo r t s  to  eva lua te  
t he  su f f i c i ency  o f  the  po l i c i e s  they  c rea te  in  the  deve lopment  s t age  o f  the i r  
p repa redness  p lan .  In  the  in te r im,  ins t i tu t ions  and  a l l  examiners  shou ld  
become fami l i a r  wi th  the  p r ivacy  regu la t ion .  OTS compl iance  examiners  a re  
undergo ing  t r a in ing  as  pa r t  o f  the i r  r eg iona l  confe rences  and  Wash ing ton  
wi l l  suppor t  the i r  con t inued  educa t ion .  

The  Check-up  wi l l  be  pe r fo rmed  on  s i t e  dur ing  compl iance  examina t ions  
schedu led  in  the  r emainder  o f  the  cu r ren t  yea r .  In  the  f i r s t  t h i rd  o f  2001 ,  
OTS wi l l  make  on  s i t e  o r  o f f  s i t e  con tac t  wi th  a l l  o the r  ins t i tu t ions  to  
comple te  i t s  su rvey  o f  th r i f t  i ndus t ry  p reparedness .  The  goa l  o f  the  p rogram 
i s  to  encourage  sound  compl iance  p lann ing   no t  to  en fo rce  a  un i fo rm 
approach .  In  f ac t ,  an  impor tan t  key  to  unders t and ing  the  new pr ivacy  ru le  i s  
to  r ecogn ize  the  f l ex ib i l i ty  i t  p rov ides  fo r  t a i lo r ing  each  ins t i tu t ion’s  
subs tan t ive  p r ivacy  po l i c i e s .  Accord ing ly ,  the  P reparedness  Check  up  
shou ld  be  app l i ed  in  a  way  tha t  accommoda tes  tha t  f l ex ib i l i ty .  Examiner  and  
indus t ry  f eedback  i s  we lcome ,  a s  i s  communi ty  inpu t .  The  pub l i c  may  
address  ques t ions  o r  comments  abou t  th i s  Check  up  to  
p r ivacy .checkup@ots . t r eas .gov .  We wi l l  incorpora te  improvements  to  the  
Check  up  in  a  r ev i sed  ve r s ion  fo r  use  dur ing  the  r ev iew conduc ted  in  2001 .  
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Everyone  shou ld  r ecogn ize  tha t  implement ing  the  new pr ivacy  ru le  i s  go ing  
to  be  a  l ea rn ing  exper i ence  fo r  a l l  conce rned .  I t  i s  l i ke ly  tha t  s i tua t ions  wi l l  
come  to  our  a t t en t ion  tha t  wi l l  r equ i re  s t a f f  in te rp re ta t ion  and  in te ragency  
coord ina t ion .  We wi l l  endeavor  to  make  the  p rocess  as  r espons ive  as  our  
r e sources  a l low.  P lease  wa tch  fo r  bu l l e t ins  and  o the r  types  o f  gu idance  to  
be  i s sued  as  our  exper i ence  g rows  over  the  coming  months .  

PLAN TO MEET THE DEADLINE 
Every  ins t i tu t ion  shou ld  know how i t  i s  go ing  to  go  abou t  the  process  o f  
ach iev ing  t ime ly  compl iance  and  be  ab le  to  ar t i cu la te  i t s  approach  to  
reach ing  tha t  goa l .  

Plan  S t ruc tu re :  Has  the  ins t i tu t ion  a r t i cu la t ed  an  approach  to  p repa r ing  fo r  
p r ivacy  ru le  compl iance?  

•  Has  the  ins t i tu t ion’ s  approach  been  p resen ted  to  and  endorsed  by  sen io r  
management  and  the  Board?  

•  Has  the  ins t i tu t ion’s  approach  to  p reparedness  been  communica ted  to  
management  and  appropr ia t e  s t a f f?  

An Ins t i tu t ion  shou ld  approach  compl iance  by  fo l lowing  a  sens ib le  sequence  
o f  s t eps  tha t  enab le  i t  t o  make  success i ve  judgments  f rom an  in formed  
perspec t i ve .  

Plan  Componen t s :  Does  the  p lan  cover  the  fo l lowing  s t eps?  

•  Taking  an  inven to ry  o f  ex i s t ing  in fo rmat ion  co l l ec t ion  s t andards ,  uses  o f  
cus tomer  in fo rmat ion ,  po l i c i e s  and  p rac t i ces  fo r  sha r ing  in fo rmat ion  and  
con t ro l s  fo r  moni to r ing  compl iance .  

• A process  fo r  eva lua t ing  gaps  o r  de f i c i enc ies  be tween  ex i s t ing  p rac t i ces  
and  requ i remen t s  for future compliance. 

•  Deve lop ing  new po l i c i e s ,  p rac t i ces  and  con t ro l s  to  a s su re  fu tu re  
compl iance .  

•  A schedu le  fo r  t e s t ing ,  implement ing  and  moni to r ing  new po l i c i e s ,  
p rac t i ces ,  sys tems  and  con t ro l s .  

Ins t i tu t ions  shou ld  have  someone  in  charge  o f  the i r  pr ivacy  preparedness  
p lan  who  i s  he ld  accoun tab le  for  mee t ing  the  dead l ine .  

Respons ib i l i ty  and  Accoun tab i l i ty :  How i s  r e spons ib i l i ty  fo r  accomp l i sh ing  
the  p lan  o rgan ized?  
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•  Are  pa r t i cu la r  o f f i ce r s  a s s igned  re spons ib i l i ty  fo r  p repa r ing  fo r  
compl iance?  

•  Are  ins t i tu t iona l  un i t s  invo lved  in  the  p reparedness  e f fo r t s  aware  o f  the i r  
r e spec t ive  ro les  and  respons ib i l i t i e s ,  and  sub jec t  to  e f fec t ive  
management  coord ina t ion?  

•  I f  ou t s ide  con t rac to r s  o r  adv i so r s  a re  r e l i ed  on  fo r  a s su r ing  the  
ins t i tu t ion’ s  compl iance ,  a re  the i r  r e spons ib i l i t i e s  coord ina ted  and  
moni to red  by  ins t i tu t ion  management?  

•  What  ro le  does  the  Board  o f  Di rec to r s  p lay  in  ensur ing  the  ins t i tu t ion  
accompl i shes  i t s  p lans  to  mee t  the  compl iance  dead l ine?  

Ins t i tu t ions  need  to  measure  progress  toward  the  compl iance  dead l ine .  

Timetab le  and  Mi les tones :  Has  the  ins t i tu t ion  es t ab l i shed  a  t ime l ine  o r  
schedu le  fo r  fu l f i l l ing  the  s t eps  in  i t s  p lan?  

•  Does  the  t ime l ine  a f fo rd  cus tomers  a  r easonab le  t ime  to  exe rc i se ,  be fo re  
Ju ly  1 ,  2001 ,  wha tever  op t -ou t  r igh t s  may  be  o f fe red?  

•  Are  in te rmed ia te  mi le s tones  used  to  c rea te  an  o rde r ly  sequence  fo r  
ach iev ing  compl iance?  

•  At  th i s  t ime ,  how wel l  a re  mi les tones  be ing  met  and  how a re  shor t fa l l s  
addressed?  

INVENTORY CURRENT PRACTICES 
Ins t i tu t ions  need  to  know the i r  curren t  uses  o f  consumer  in format ion  in  
order  to  unders tand  the  impac t  o f  the  new pr ivacy  ru le  on  the i r  opera t ions .  
There fore ,  as  par t  o f  the  p lan  does  the  ins t i tu t ion  

•  Iden t i fy  the  types  o f  in fo rmat ion  i t  co l l ec t s  f rom consumers  and  the  uses  
made  o f  such  in fo rmat ion?  

•  Iden t i fy  i t s  cu r ren t  consumer  p r ivacy  po l i c i e s  and  wha t  has  been  
d i sc losed  to  ex i s t ing  consumers  abou t  such  po l i c i es?  

•  Dete rmine  how i t  hand les  consumer  in fo rmat ion  d i f fe ren t ly  when  dea l ing  
wi th  a f f i l i a t e  and  non-a f f i l i a t e s?  

•  Take  s tock  o f  ex i s t ing  ag reement s  wi th  th i rd  pa r t i e s  abou t  the  use  and  
reuse  o f  consumer  in fo rmat ion?  

•  Iden t i fy  the  va r ious  da ta  sys tems  tha t  s to re  o r  access  consumer  
in fo rmat ion  and  asce r t a in  p rac t i ces  o f  se rv ice  p rov ide r s  where  they  a re  
r e l i ed  on?  
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•  Iden t i fy  the  l eve l  o f  s t a f f  knowledge  and  t r a in ing  abou t  the  ins t i tu t ion’ s  
in fo rmat ion  sha r ing  p rac t i ces?  

•  Dete rmine  the  l eve l  o f  secur i ty  and  conf iden t i a l i ty  tha t  app l i e s  to  va r ious  
fo rms  o f  consumer  in fo rmat ion?  

EVALUATE CURRENT PRACTICES/POLICIES 
As  par t  o f  i t s  p lan  the  ins t i tu t ion  shou ld  eva lua te  i t s  curren t  prac t i ces  
aga ins t  the  requ i rement s  o f  the  new pr ivacy  ru le .  There fore ,  as  par t  o f  the  
p lan  does  management :  

•  Become  fu l ly  ve r sed  in  the  r equ i rement s  o f  the  new pr ivacy  ru le  to  
conduc t  aneva lua t ion  o f  i t s  ob l iga t ions  go ing  fo rward?  

•  Categor ize  consumer  in fo rmat ion  in  accordance  wi th  r egu la to ry  
de f in i t ions  g iv ing  due  rega rd  to  the  need  to  have  a  r easonab le  bas i s  to  
be l i eve  ce r t a in  in fo rmat ion  i s  pub l i c ly  ava i l ab le?  

•  Dete rmine  how cur ren t  in fo rmat ion-sha r ing  p rac t i ces  wi l l  be  impac ted  by  
the  new pr ivacy  ob l iga t ions?  I s  due  cons ide ra t ion  g iven  to  the  
d i f f e rences  in  types  o f  in fo rmat ion  sha red ,  the  purposes  fo r  sha r ing  and  
pa r t i e s  wi th  whom in fo rmat ion  i s  sha red?  

•  Review ex i s t ing  po l i c i e s  o r  p rocedures  fo r  compl iance  wi th  the  
p rov i s ions  o f  the  ru le?  

•  Iden t i fy  any  de f i c i enc ies  be tween  cur ren t  in fo rmat ion  sha r ing  p rac t i ces  
and  po l i c i e s  and  the  r equ i rements  o f  the  new ru le?  

•  Cons ide r  a l t e rna t ive  means  o f  ach iev ing  compl iance  and  eva lua te  the i r  
cos t s?  

•  Recogn ize  the  f l ex ib i l i ty  ava i l ab le  in  e s t ab l i sh ing  the  ins t i tu t ion’ s  
p r ivacy  po l i c i e s ,  i nc lud ing  g iv ing  due  cons ide ra t ion  to :  

− Whether  to  sha re ,  to  beg in  to  sha re  o r  to  d i scon t inue  sha r ing  
in fo rmat ion  wi th  nonaf f i l i a t ed  th i rd  pa r t i e s  o r  wi th  a f f i l i a t e s?  

− The  reac t ions  and  recep t iv i ty  o f  i t s  cus tomers  to  d i f f e ren t  po l i c i e s  fo r  
in fo rmat ion  sha r ing?  

− The  p rospec t ive  in fo rmat ion  sha r ing  p rac t i ces  o f  i t s  compe t i to r s?  

•  Review the  con t rac tua l  ag reements  cu r ren t ly  in  e f fec t  wi th  nonaf f i l i a t ed  
th i rd  pa r t i e s?  Wi l l  l ega l  counse l  and /o r  the  r egu la to ry  compl iance  
depar tmen t  be  invo lved  in  the  r ev iew process?  Wi l l  t he  impac t  o f  the  
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grand - fa the r ing  p rov i s ions  o f  the  ru le  be  t aken  in to  accoun t  wi th  r e spec t  
to  th i rd  pa r ty  con t rac t s?  

As  par t  o f  the  p lan’s  eva lua t ion  o f  in format ion  sys tems  does  management  

•  Iden t i fy  the  in fo rmat ion  sys tems  resource  needs  r equ i red  fo r  comply ing  
wi th  the  p r ivacy  ru le?  

•  Dete rmine  the  r ead iness  o f  se rv ice  p rov ide r s  to  suppor t  the  ins t i tu t ion’ s  
p r ivacy  po l i c ies?  

•  Eva lua te  how much  and  wha t  k ind  o f  t r a in ing  wi l l  be  r equ i red  to  acqua in t  
r e spons ib le  s t a f f  wi th  new compl iance  requ i rements?  

•  Measure  ex i s t ing  in fo rmat ion  secur i ty  aga ins t  new in te ragency  gu idance?  

DEVELOP PRIVACY POLICIES, PRACTICES AND 
EXPERTISE 
The  p lan  shou ld  take  the  process  o f  preparedness  f rom eva lua t ion  to  
deve lop ing  the  necessary  po l i c i e s  and  sys t ems  tha t  fu l f i l l  t he  compl iance  
ob l iga t ions  o f  the  ins t i tu t ion .  There fore ,  does  the  p lan  assure  tha t  

•  The  deve lopment  s t age  i s  bu i l t  a round  the  a r t i c u la t ion  o f  a  
comprehens ive  consumer  in fo rmat ion  p r ivacy  po l i cy  tha t  con ta ins  the  
requ i s i t e  e l ements?  

− Inc lud ing  sha r ing  nonpub l i c  pe r sona l  in fo rmat ion  wi th  bo th  a f f i l i a t e s  
and  non -a f f i l i a t e s ;  sha r ing  o f  in fo rmat ion  abou t  those  who  a re  no  
longer  cus tomers ;  and  p ro tec t ing  nonpub l ic  pe r sona l  in fo rmat ion?  

•  Management  adequa te ly  ve t s  i t s  p r ivacy  po l i c i es  so  tha t  consumer  
in fo rmat ion  i s  p roper ly  ca tegor ized  and  non -pub l i c  pe r sona l  in fo rmat ion  
sha r ing  p rac t i ces  a re  p roper ly  t r ea ted  as  sub jec t  to  op t  ou t  o r  excep t ion s  
to  op t  ou t s?  

•  Deve lopment  e f fo r t s  a re  coord ina ted  so  tha t  in fo rmat ion  po l i c i e s  and  
p rac t i ces  ma tch  up  wi th  con t ro l s  and  sys tem capab i l i t i e s ,  inc lud ing  those  
sys tems  p rov ided  by  ou t s ide  con t rac to r s?  

Not ices  –  In i t ia l  and  Annua l :  As  par t  o f  t he  p lan ,  w i l l  management  assure  
tha t  

•  In i t i a l  and  annua l  no t i ces  a re  d ra f t ed  to  r e f l ec t  the  new po l i c i e s  wi th  due  
regard  fo r  c l a r i ty  and  unders tandab i l i ty?  
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•  The  ru le ’ s  r equ i rements  concern ing  de l ive ry ,  r e t en t ion /access ib i l i ty  and  
the  appropr ia t eness  o f  u t i l i z ing  the  S impl i f i ed  and /o r  Shor t  fo rm no t i ces  
have  been  cons ide red?  

Opt -ou t  Procedures  ( i f  app l i cab le ) :  As  par t  o f  the  p lan ,  does  management  

•  Dete rmine  the  means  by  which  i t  w i l l  enab le  an  ind iv idua l  to  op t  ou t  o f  
in fo rmat ion  sha r ing ,  the  “ reasonab leness”  o f  such  me thod(s)  and  the  
appropr i a t eness  o f  co r respond ing  t ime  pe r iods  fo r  exe rc i s ing  op t  ou t  
r igh t s?  

•  Decide  whe the r  to  a f fo rd  cus tomers  pa r t i a l  op t -ou t  r igh t s  and  assu re  tha t  
sys tems  a re  capab le  o f  hand l ing  tha t  l eve l  o f  complex i ty?  

•  Cons t ruc t  sys tems  adequa te  to  t r ack  consumer  in fo rmat ion  sha r ing  
cho ices?  

•  Prepare  op t -ou t  no t i ces  to  mee t  the  s t andards  o f  be ing  c lea r  and  
consp icuous?  

Third  Par ty  Concerns :  As  par t  o f  the  p lan ,  i s  management  a t t en t i ve  to  the  
need  

•  To dra f t  new con t rac t  l anguage  fo r  ce r t a in  th i rd  pa r ty  ag reeme nts  tha t  
cover  in fo rmat ion  sha r ing  in  o rde r  to  adequa te ly  cover  r e s t r i c t ions  on  
reuse  as  r equ i red?  

•  To con t rac t  wi th  r e spons ib le  th i rd  pa r t i e s  who  wi l l  ab ide  by  reuse  and  re -
d i sc losure  r e s t r i c t ions  fo r  in fo rmat ion  sha red  wi th  them?  

•  To have  con t ro l s  fo r  a s sur ing  the  ins t i tu t ion  ab ides  by  reuse  and  re -
d i sc losure  r e s t r i c t ions  fo r  non -pub l i c  pe r sona l  in fo rmat ion  rece ived  by  i t  
f rom o the r  f inanc ia l  ins t i tu t ions?  

•  For  se rv ice  p rov ide r s  to  a s s imi la t e  and  mee t  the  ins t i tu t ion’ s  p r ivacy  
po l i c i e s  in  conduc t ing  any  ou t - sourced  compl iance  ob l iga t ions?  

Pr ivacy  Tra in ing  Program:  As  par t  o f  the  p lan ,  does  management  

•  Es tab l i sh  p rograms  to  t r a in  pe r sonne l  in  the  hand l ing  o f  consumer  
in fo rmat ion  under  the  ins t i tu t ion’s  new pr ivacy  po l i c i e s?  

•  Prepare  ma te r i a l s  fo r  cus tomer  r ep resen ta t ives  to  p roper ly  r e spond  to  
consumer  inqu i r i e s  abou t  the  ins t i tu t ion’ s  p r ivacy  p lans ,  po l i c i e s  and  
p rac t i ces?  
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IMPLEMENT COMPLIANT PRIVACY POLICIES 
The  p lan  shou ld  a f ford  adequa te  t ime  to  t e s t ,  imp lement  and  moni tor  the  
ins t i tu t ion’ s  pr ivacy  po l i c i e s  and  prac t i ces ,  to  i s sue  the  requ i s i t e  no t i ces ,  
and  to  a l low a  reasonab le  t ime  for  cus tomers  to  exerc i se  any  ava i lab le  op t -
ou t  r igh t s .  There fore ,  as  par t  o f  the  p lan  

•  I s  the re  a  schedu le  fo r  i s su ing  in i t i a l  and  op t -ou t  no t i ces  tha t  l eaves  a  
r easonab le  t ime  fo r  cus tomers  to  exe rc i se  the i r  r igh t s  p r io r  to  the  
compl iance  dead l ine?  

•  Are  the  r equ i remen t s  o f  the  p r ivacy  ru le  and  the  s t andards  o f  r e l a t ed  
secur i ty  and  FCRA ru les  be ing  coord ina ted  dur ing  implementa t ion  to  
ach ieve  comprehens ive  compl iance?  

•  Wil l  management  p repa re  sys tems  to  p rocess  the  in f lux  o f  in i t i a l  op t -
ou t s?  

•  Wil l  management  have  moni to r ing  p rocedures  in  p lace  to  a s su re  
adherence  to  new po l i c i e s?  

•  Wil l  management  have  sys tems  ready  to  demons t ra t e  compl iance  to  
r egu la to r s  and  mee t  ins t i tu t ion  record  re ten t ion  po l i c ies?  

•  Wil l  management  t ake  s t eps  to  a s su re  tha t  consumer  re l a t ions  
r ep resen ta t ives ,  and  o the r  pe r sonne l  dea l ing  wi th  the  r e t a i l  cus tomer ,  a re  
fu l ly  p repared  to  r e spond  to  cus tomer  p r ivacy  inqu i r i e s?  

•  Are  means  o f  t e s t ing  compl iance  be fo re  the  dead l ine  adequa te  fo r  the  
soph i s t i ca t ion  o f  the  ins t i tu t ion’s  p roposed  po l i c i e s  and  sys tems?  

•  Are  se rv ice  bureau  sys tems  tha t  a re  r e l i ed  on  fo r  fu l f i l l i ng  the  
ins t i tu t ion’s  compl iance  ob l iga t ions  t e s t ed  to  a s su re  compa t ib i l i ty  wi th  
ins t i tu t ion  p r ivacy  po l i c i e s  and  regu la to ry  s t andards?  

DIRECTIONS TO EXAMINERS FOR CONCLUDING 
CHECK-UP 
Afte r  cons ide r ing  the  ins t i tu t ion’s  p lan  in  v iew of  the  complex i ty  and  
soph i s t i ca t ion  o f  i t s  ope ra t ions  and  the  t ime  remain ing  to  the  compl iance  
dead l ine ,  t he  examiner  shou ld  make  an  assessment  o f  the  ins t i tu t ion’s  
p repa redness  fo r  ach iev ing  t ime ly  compl iance  wi th  the  p r ivacy  ru le .  When  
the  Check -up  i s  conduc ted  as  pa r t  o f  an  on - s i t e  examina t ion ,  p resen t  the  
eva lua t ion  and  any  o the r  pe r t inen t  obse rva t ions  a t  the  compl iance  
examina t io n  Board  ex i t  mee t ing .  
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Inc lude  a  b r i e f  summary  o f  your  conc lus ions  abou t  ins t i tu t iona l  p r ivacy  
p reparedness  in  examina t ion  work  papers .  Iden t i fy  any  a reas  o f  no tewor thy  
ach ievement  o r  cha l l enges .  Where  weakness  i s  iden t i f i ed  cons ide r  whe the r  
r egu la to ry  o r  o the r  a s s i s t ance  would  be  he lp fu l .  Submi t  your  summary  to  
your  r eg iona l  o f f i ce  des igna ted  e -mai l  accoun t  wi th  any  sugges t ions  fo r  
superv i so ry  fo l low -up  o r  agency  ass i s t ance .  

P rov ide  feedback  on  the  P r ivacy  Preparedness  Check-up  p rocess  to  the  same  
e -mai l  ac coun t  and  inc lude  any  sugges t ions  to  improve  the  p rocess ,  
pa r t i cu la r ly  wi th  r e spec t  to  the  2001  rev iew.  

Fur the r  ins t ruc t ions  on  how to  communica te  an  examiner ’ s  eva lua t ion  to  an  
ins t i tu t ion  when  the  

Check -up  i s  conduc ted  o f f - s i t e  wi l l  be  p rov ided  in  advance  o f  the  2001  
rev iew.  

 

Sep tember  18 ,  2000 .  
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