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Federal Deposit Insurance Corporation Bank Technology Bulletin

TO: Chief Executive Officers of All FDIC-Supervised Banks
SUBJECT: Technology Outsourcing Information Documents

On November 29, 2000, the FDIC, along with the Federal Reserve Board, the Office of the
Comptroller of the Currency, the Office of Thrift Supervision, and the National Credit Union
Administration, issued guidance on risk management of technology outsourcing (Financial
Institution Letter 81-2000, Risk Management of Technology Outsourcing). The guidance focused
on four key areas: risk assessment, service provider selection, contract terms, and oversight of
outsourcing arrangements. Because community banks may face particular challenges in
engaging and supervising their technology providers, the FDIC has talked with bankers and other
experts to identify areas where assistance might be useful. Three informational documents were
produced as a result of those discussions:

e Effective Practices for Selecting a Service Provider
e Tools to Manage Technology Providers' Performance Risk: Service Level Agreements
e Techniques for Managing Multiple Service Providers

The documents are being offered as a resource of practical information to community banks on
how to select service providers, draft contract terms, and oversee multiple service providers when
outsourcing for technology products and services. They have been prepared not as examination
procedures or official guidance but as informational tools for community bankers. The documents
help answer questions bankers might have about identifying and selecting the best service
provider for a task, ensuring that the bank receives the desired level of service, and overseeing
outsourced operations that are distributed among multiple service providers.

An additional Bank Technology Bulletin--Protecting Internet Domain Names--is posted on the
FDIC's Web site at http://www.fdic.gov/news/news/financial/2000/fil0077a.html

Printed copies of the documents, which are in the form of brochures, can also be obtained after
June 11, 2001, by contacting the FDIC's Public Information Center. Faxed requests are preferred.

Write to:

FDIC Public Information Center 801 17th Street, NW, Room 100, Washington, DC 20434
Fax:

202-416-2076

Telephone:

800-276-6003 or 202-416-6940

For further information, please contact DOS E-Banking Branch by e-mail at e-banking@fdic.gov.

Christie A. Sciacca
Director, Bank Technology Group
Distribution: FDIC-Supervised Banks (Commercial and Savings)
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EFFECTIVE PRACTICES FOR
SELECTING A SERVICE PROVIDER

This document is intended to serve as a resource
for banks in addressing specific challenges
relating to technology outsourcing. The content
was prepared not as examination procedures or
official guidance but as an informational tool for
community bankers.

Introduction

As community banks become more involved in
technology outsourcing, they face significant
challenges in managing the risks associated with
reliance on third party technology service
providerst. Outsourcing has become more
complex with many banks using vendors for key
business functions and relying on multiple
providers. This brochure suggests techniques that
can facilitate the process by which financial
institutions conduct due diligence and select the
best service provider.

Objectives of the Selection Process

The objective of the selection processis simple:
identify the best-qualified service provider and
negotiate a contract that meets the needs of the
financial institution. The selection process aso
should be cost effective, efficient, and appropriate
for the nature of activities that the bank

is seeking to outsource. Of course, the process

1 Technology service providers encompass a broad range of
entities including but not limited to affiliated entities, nonaffiliated
entities, and aliances of companies providing products and
services. This may include but is not limited to: core processing;
information and transaction processing and settlement activities
that support banking functions such as lending, deposit-taking,
funds transfer, fiduciary, or trading activities; Internet-related
services; security monitoring; systems development and
maintenance; aggregation services, digital certification services,
and call centers. Other terms used to describe Service Providers
include vendors, subcontractors, externa service provider
(ESPs) and outsourcers.



that the bank uses to select a provider or team of
providers will depend on the criticality and
complexity of the service to be outsourced. In
addition, the degree of process formality may
depend on the nature of the outsourced service
and the bank’s familiarity with the prospective
providers. Also, banks may wish to consider
using consultants to provide expertise and

assi stance throughout the selection process.

Identification of Qualified Providers

Prior to identifying prospective service providers,
it is essential that bank management have a clear
understanding of the requirements and
expectations that they are seeking to meet. As
discussed in the FFIEC Guidance, “Risk
Management of Outsourced Technology
Services,” a comprehensive risk assessment
should consider how the outsourcing arrangement
will support the institution’s objectives and
strategic plans and how the relationship with the
service provider will be managed. The next step
in the process involves conducting due diligence
to evaluate service providers and determine their
ability, both operationally and financially, to meet
the institution’s needs.

In some situations, the bank will either already
know or quickly be able to determine a* short
list” of provider candidates. This may occur when
a specialized service is offered by a small number
of providers, when size or geographic location is
important, or when existing relationships with
other providers (e.g., the bank’s core data
processor) are critical factors. If the bank has
already identified possible providers and does not
seek to expand the pool of candidates,
management can proceed to evaluation and
contract negotiation.

However, when the bank seeks to create or
expand alist of possible service providers, it may
be helpful to use tools and techniques such as
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Requests for Proposal (RFP), Requests for
Information (RFI), and Requests for Quote
(RFQ). These are ways to obtain specific
information about a service provider’s ability to
meet the bank’s requirements and the fees that
they charge for the service. In an RFP, the bank
outlines its business abjectives and technical
requirements and solicits responses from service
providers that describe their ability to meet these
needs and related prices. A more detailed
discussion of the RFP process is provided in the
Appendix. The RFl and RFQ are respectively
targeted at obtaining specific information about
the technical solutions that are available and
prices charged for a particular service.

Ininitial communications with service provider
candidates, the bank should want to make clear
that: (1) the service provider cannot disclose any
information about the bank’s systems or its
business plans to others outside the candidate’s
team; (2) the service provider expects that
commitments made during the selection process
will be binding in any final agreement; and (3)
the service provider identify all subcontractors,
consultants, or third parties on which it is relying
to provide services to the bank.

Evaluation and Selection

Once the bank has identified a prospective
provider or list of candidates, the evaluation and
selection process can commence. Even in
situations where only one provider isidentified, it
isimportant that the institution still evaluate their
technical expertise, operating controls, financial
condition, and management. When a larger group
of candidates is being considered, the evaluations
can be quantified and ranked to facilitate
selection of asmall number of the best-qualified
providers.

The evaluation criteria are essential to the
selection process and allow the financial



institution to methodically review the candidates
proposals. The overriding objective is to select
the most qualified provider. Utilizing standard
evaluation criteria assists in this selection effort.
Some suggested evaluation criteria are:

¢ Compatibility of the service provider’'s
vision/value proposition with that of the bank.

¢ Ability to execute the vision/value proposition.

¢ Functionality of the service or system
proposed. (Do the functional features meet the
stated requirements?)

¢ Technology in terms of type, power,
modularity, and ability to upgrade/refresh or
scale.

¢ Service and support in terms of maintenance
hours, response time, resolution time, security,
disaster planning, and other service levels.

¢ Cost/Price.
¢ Financia stability of the vendor.

Depending on the situation and the outsourced
activity, each of the above criteria may be given
greater or less weight in the overall evaluation.
Other criteria may be considered, as appropriate.
In addition, bank management may

consider on-site visits, reference checks, and
inquiries with industry groups and peer institutions.

The following represent suggested practices that
can facilitate the evaluation process:

¢ Be specific in all requests for information
from candidates. Prioritize the requested
information and indicate minimums and
maximums for the length of response. A
useful rule of thumb is that, “You get what
you ask for.”

¢ Consider using numerical scores based on

quality ranking factors. By using consistent
scoring systems or metrics, objective
evaluation standards can be applied. Make
sure the quality ranking factors are aimed at
achieving the bank’s goal.

¢ Determine minimum acceptable scores for the
criteria used before rating the bids. Narrow
the list of proposals by eliminating bids that
do not meet the required minimums.

¢ Document the evaluation process and
methodology used to score the respective
proposals. It is generally a good practice to
document requirements and priorities before
starting the evaluation stage of a project.

¢ Consider conducting meetings and/or oral
presentations where service providers can
respond to questions and provide additional
information.

¢ Consider ways to keep the process
manageable. Depending on the complexity of
the outsourced activity, the evaluation process
can be time consuming and resource intensive.

¢ When working with alarger list of prospective
candidates, narrow the group to a small
number (e.g., two or three) to solicit “best and
final” offers.

Negotiating the Contract

Communication with prospective providers can
commence at various pointsin the evaluation and
selection processes. For example, clarifications or
reguests for additional information may be need-
ed to fully evaluate a proposal. Meetings and oral
presentations may be used to engage the provider
in more detailed discussions. Informational meet-
ings may also be useful to determine a provider’'s
willingness to depart from their original proposal
in terms of price or



services offered. Banks may also choose to
engage multiple candidates in discussions
concurrently to compare their responses.

After the selection process has narrowed the
choice to one or a small number of strong
candidates, negotiations with the provider(s) can
help the bank finalize the terms of the contract.
The negotiation process can help the bank
establish terms that are agreeable to al parties
and confirm that there is common understanding
of the roles and responsibilities. Direct
communication with the provider may help to
determine whether organizational cultures are
compatible and may provide an opportunity to
interact with personnel who will play akey role
in the future relationship.

Negotiating a contract is the final step in the
procurement process. If a Request for Proposal
was used or a Statement of Work was provided to
the candidates to solicit their proposals, these
documents can be directly incorporated into the
contract. Key terms and conditions, as well as
technical solutions and pricing, are generally
established based on the proposal responses and
final offers. A few points that might be useful in
the contract negotiation and approval phases
follow:

¢ Asagenera industry practice, information
technology contracts are commonly set for a
three- to five-year term. The shorter term
enables the institution to reflect the pace of
change in the technology industry.

¢ Pricesindicated in the contract and service
provider’s proposal can be more effectively
considered when they are broken down by
each category of service (workspace, network
services, etc.) and for the technology services
by platform group.

¢ Itisuseful to explicitly state all charges as
part of the invoicing procedures, occupancy

policy, communication protocols, additional
test time, and annual increases. Specifying
each additional increment of cost is important
in order to minimize the financial risk of
increased prices for additional or reduced
workload.

¢ Many contracts contain exit clauses that allow
the institution to cancel the contract for
reasons such as a failure to perform.

¢ Service level agreements should be stated in
the contract. (Further information on service
level agreementsis provided in a separate
FDIC document on technology outsourcing.)

¢ Having a clear understanding of the current
and anticipated future requirements of the
outsourced service can alow the bank to
obtain along-term solution rather than a quick
fix.

¢ Set aredlistic time line for completing the
contract negotiation process.

¢ Obtain alist of all key personnel and alist of
any subcontractors, consultants, or third
parties on which service delivery depends.

Summary

Selection of a competent and qualified service
provider is perhaps the most critical part of the
outsourcing process. The process of selecting a
vendor and determining their qualifications may
vary in its formality and requirements for time
and resources. Key determinants of the process
will be the bank’s foreknowledge of qualified
providers and the number of candidates under
consideration. Criteria for selection should be
determined in advance to facilitate the evaluation
process. Once asingle or handful of qualified
providers has been identified, further negotiations
can help to finalize an agreement that is mutually
beneficial.



The final outcome of the process should be the
selection of aviable service provider that meets
the procurement needs and objectives of the bank.
Undertaking this commitment can provide
significant benefits for complex information
technology services or projects. Benefits include,
but are not limited to, focusing the bank on the
objective and strategic fit of the procurement, as
well as facilitating due diligence in the selection
of a service provider.

APPENDIX

Requests for Proposal (RFP) - Definition
and Overview

A Request for Proposal is atool that can be used
to facilitate the selection of a qualified service
provider and assist with the contracting process.
The RFP can help afinancial institution

identify the best service provider(s) for their
specific requirements by inviting competition, as
service providers respond with a solution or
combination of solutions, and the institution
selects the most viable provider. The RFP can be
particularly useful when bank management is
seeking to create or expand a list of potential
service providers or when projects are complex
and represent a strategic or long-term enterprise
investment.

The Process

The RFP process consists of a set of tasks that can
be grouped into three major categories:
development of a baseline, proposal preparation,
and selection activities. The following are some of
the many tasks that are generally part of the RFP
and vendor selection process. The list is not
intended to be al-inclusive, and the steps may
either be expanded or contracted to meet the needs
of any particular situation.

Development of a Baseline:

¢ Determine the purpose and goal of the
procurement.

¢ Assign aproposal project team and an
evaluation team.

¢ Plan the outsourcing project in terms of
cost schedule, functional requirements,
and resource requirements.



¢ Develop a“baseling” that represents a current
“asis’ description of the affected
environment in terms of current cost,
inventory of systems, and services.

¢ Develop a* needs assessment” which
describes management’s assumptions on how
to more effectively serve its customers.

¢ Determine the future requirements by
analyzing anticipated needs and project
objectives.

¢ Determine the disparity between the
current environment and the future
requirements in order to identify the gaps
that need to be filled to get from the current
environment to the desired environment.

The various tasks that comprise the baseline
activity are designed to establish a clear picture of
the goal and objective of the procurement. In
addition, a detailed understanding of the current
environment is typically established in order to
determine if there is a gap between the current
environment and future needs. Finally, this
baseline understanding of cost and service levels
is useful in conducting a cost/benefit or return on
investment analysis.

Proposal Preparation:

¢ Deveop the Statement of Work, atechnical
document that outlines basic requirements.

¢ Draft the RFP based on the contents of the
Statement of Work.

Proposal preparation tasks are focused on
defining the requirements, which are then
presented in the form of a Statement of Work or
similar document. The Statement of Work
indicates desired services, the roles and
responsibilities of each party, and the required
service levels or performance standards.
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A Typical RFP Format Includes the
Following:

¢ Executive summary.

4 Introduction:

Background on the financial institution
and/or business division.

Scope of services being requested. (e.g.,
Web hosting, infrastructure outsourcing,
disaster recovery, etc.)

Background on the business process,
including current status, existing roles, and
responsibilities of the people who will be
working with the vendor.

Statement on the confidentiality of
information.

¢+ Overview:

Statement of mission/vision of the
financial institution.

Statement of business objectives the
institution wants to achieve.

Statement of scope in terms of which
business functions, business units,
applications, packages, geographies, and
technology platforms are being covered by
the RFP.

Role of the service provider.

¢ Project schedule:

Service provider RFP question deadline.

Service provider analysis meeting
(optional).

Proposal due date. (Generally, according
to industry practices, service providers



need four weeks to respond
comprehensively to anything other than
simple undertakings. Less time may
result in poorer, less innovative and
probably costlier solutions.)

— Service provider demonstration day.

— Contract negotiation.

— Final decision.

— Proposed implementation start date.
¢ Statement of Work:

— Detailed technical requirements,
describing the required business
applications and their functionality, as
well as the hardware and infrastructure
platform and communications
requirements for each outsourced area and
operational configuration.

— Transition, implementation, training,
start-up, maintenance, and security
reguirements.

— Performance criteria for success of the
solution.

— Project management and service level
reporting requirements.

— Indication of performance/service level
incentives and penalties.



met, it is helpful to clearly define handoff points
between the various service providers.

In addition, bank management and legal counsel
may consider establishing the minimum
acceptable levels of service that are expected of
participating providers as their respective
contribution to the team. The minimum service
levels provide the performance floor for the
inter-provider agreements. Any provider that does
not meet these minimum performance standards
should be held responsible. Therefore, it may be
useful to ask that all service providers participate
in developing the inter-provider agreements and
accept and agree to the specific terms, minimum
performance standards, and the corresponding
metrics that will be used to measure their
individual and collective performance.

Considerations for Financial Institutions

The following points represent suggested
practices that can be helpful to banksin
administering outsourced arrangements involving
multiple service providers.

¢+ Beexplicit about where the ultimate
responsibilities lie. If thereis alead contractor,
try to make that organization responsible for
as much of the overall activity as possible. Be
certain everyone knows who is responsible for
what, even if some of that responsibility
ultimately rests with the institution itself.

¢ Incorporate protection, in the form of contract
provisions for renegotiation, re-evaluation,
exit strategies, and other similar activities, into
the agreement.

¢ Include contract provisions that spell out the
conditions for subcontractor relationships that
are beyond the initial participants. Institutions
might define the circumstances for which they
have explicit approva and who can be
selected to fulfill what function.

¢ Specify the circumstances when new service
providers may be brought into the relationship.
This can help minimize the tendency of
service providersto resist bringing in new
parties and avoid situations where such
resistance hinders productive working
relationships.

¢ Retain within the organization the capability to
monitor and manage the entire relationship
effectively, even if the bank relies heavily on
the lead provider or athird party vendor for
relationship management.

¢ Ensure that the lead provider and all
subcontractors agree to share and make
available all contractor-specific and
proprietary technology needed for the services
provided. If any sub-contractors or even the
lead provider are replaced, all proprietary
technology and critical applications should be
made available to the replacement
provider/subcontractor.

Summary

To manage multiple service provider outsourcing
relationships successfully, institutions may find it
helpful to focus on three issues:

¢ Adopt an appropriate outsourcing strategy
given the particular objectives sought by the
bank (e.g., lead-subcontract approach or
multiple single contract relationships).

¢ Use acontract that comprehensively addresses
and outlines the roles and responsibilities of
all partiesinvolved. The contract should
include provisions for approving
subcontractors as well as defining the
expected levels of service to be provided
to the bank.

¢ Ensure that effective communication channels
are maintained between all relevant parties.



Ultimately, the key to successful management of APPENDIX

amultiple service provider environment is

contract oversight. Regularly scheduled reviews Tips for Managing Lead Contractor
can help point out problems early enough to Relationships — Terms and Conditions

effect resolution before matters get out of control.
Institutions may wish to develop guidelinesin the
contract that define regular interaction between
the service provider(s) and bank managers.

Techniques for effectively managing lead
contractor relationships may include the
following contractual terms and conditions, which
can be included in the binding agreement with the
lead provider. Institutions may choose to use
some or al of these techniques to accommodate
individual circumstances:

¢ Approve all major subcontractors—Requires
the institution’s review and approval for any
subcontractor and the associated subcontract
management team.

¢ Change of control provisions—Enables the
ingtitution to terminate part or al of the
agreement if another firm acquires the lead
provider or a major subcontractor.

¢ Service Level Agreement—Indicates the lead
contractor’s specific performance requirements
in discrete metrics (i.e., availability of 99.95%,
or response time of two hours). The lead
contractor is then responsible for achieving
these requirements throughout the
subcontractor structure.

¢ Termination for convenience—Allows the
institution to terminate the agreement for their
convenience. In some cases, the institution
may be responsible for an early termination
charge to the contractor.

¢ Termination for cause—Enables the institution
to terminate the lead contractor due to the
material failure of either the lead or subcontractor
to perform the contracted service.

¢ Transition assistance—Requires the lead
provider to transition the contract to a new
provider over a period of time in the event of

termination.
5



The collective effect of these terms and
conditions is to enable the institution to negotiate
and discuss the lead service provider’s delivery
and organizational model, service levels, and
form of contract. These terms and conditions may
then “flow down” to each of the

subcontractors.

Tips for Managing Lead Contractor
Relationships - Statement of Work

The Statement of Work, which is contained in the
body of the contract, clearly describes the roles,
rights, and responsibilities of all parties to the
contract. Considerations for the Statement of
Work may include, but are not limited to, the
following:

¢ Timeframes and activities for implementation
and assignment of responsibility.

¢ Implementation provisions that take into
consideration other systems or inter-related
systems to be developed by different service
providers (e.g., an Internet banking system
being integrated with existing core
applications or systems customization).

¢ Servicesto be performed by each service
provider including duties such as software
support and maintenance, training of
employees, or customer service.

¢ Obligations of the financial institution.

¢ The contracting parties rights in modifying
existing services performed under the contract.

¢ Guidelines for adding new or different
services and for contract re-negotiation.

¢ Use of proprietary processes, technologies, or
software by all pertinent service providers and
provision of these proprietary assets to
necessary third parties.



TO: Chief Executive Officers of All FDIC-Supervised Banks

SUBJECT: Protecting Internet Domain Names

As the number of banks with Web sites
continues to grow steadily, the number of
incidents involving disputes, confusion and
fraud related to their Internet domain
names also has increased. To protect their
online identities, banks can employ
internal controls that ensure timely
registration and renewal of relevant
domain names, periodically review the
status of similar domain names, and be
familiar with the formal and informal
dispute resolution processes.

This bulletin alerts senior bank
management to potential domain name-
related problems, and highlights actions
that may help to avoid or resolve such
problems.

Nature of the Problem

Internet domain names have been used to
perpetrate fraud and have led to both
public confusion and legal disputes. For
example, fraudulent operators have
created Web sites that attempt to mislead
customers into disclosing their passwords
or other sensitive information. They do this
by acquiring domain names that may be
similar in spelling to those of legitimate
Web sites. Some Web sites also have
been created to publish harmful
information about an organization, using a

DEFINITIONS

Internet Domain Name: A unique identifier for an
Internet site that can be compared to a mailing address
for a physical location. A domain name often includes
two or more parts separated by periods. Common
suffixes (called "top-level domains") include .com, .net
and .org, in addition to country-related domains such as
.us for the United States. Separate registration is
required for ownership of each variation of a domain
name (e.g., bankname.com, bankname.net and
bankname.org).

Cybersquatting (Cyberpiracy): The act of registering a
particular Internet address - usually a well-known
company name - with the intent of holding it until it can
be sold for profit.

DOMAIN NAME REGISTRATION

The process for registering a domain name is relatively
fast and simple. Applicants submit a request to one of
several registrars indicating the desired domain name,
the name of the owner, contact information, and details
about the computers that will support the domain name
service. The registration and payment process can be
completed online. Any domain name can be registered,
provided that it not currently registered to someone else.
This process does not preclude the granting of similar
names to separate parties.

domain name that is similar to the "target." Another problem involves "cybersquatters" who have
attempted to sell desirable domain names to companies at exorbitant prices. These situations could
result in considerable reputational harm and financial cost.

Risk Management Techniques

To prevent customer confusion, reputational harm, fraud and legal disputes, bank management can
employ a number of practices and techniques. Timely registration and renewal of a bank's domain
name(s) are important to assure that the bank acquires and retains ownership of the Internet
addresses that it desires Anv lanses in reaistration could resiilt in the loss of a domain name to







