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BUSINESS CONTINUITY PLANNING WORKPROGRAM

EXAMINATION OBJECTIVE: Determine the quality and effectiveness of the organization’s business continuity planning process.  These procedures will disclose the adequacy of the planning process for the organization to maintain, resume, and recover operations after disruptions ranging from minor outages to full-scale disasters.  This workprogram can be used to assess the adequacy of the business continuity planning process on an enterprise-wide basis or across a particular line of business.  Depending on the examination objectives, a line of business can be selected to sample how the organization’s continuity planning process works on a micro level or for a particular business function or process.  

This workprogram is intended to be comprehensive and assist examiners in determining the effectiveness of a financial institution’s business continuity planning process.  However, examiners may choose to use only particular components of the workprogram based upon the size, complexity, and nature of the institution’s business.

	
	Work Paper Reference
	Comment

	Objective 1: Determine examination scope and objectives for reviewing the business continuity planning program.

	1.
Review past reports for outstanding issues or previous problems.  Consider
· Regulatory reports of examination;

· Internal and external audit reports, including SAS 70 reports;

· Business continuity test results; and

· Organization’s overall risk assessment and profile.
	
	

	2.
Review management’s response to issues raised since the last examination.  Consider
· Adequacy and timing of corrective action;

· Resolution of root causes rather than just specific issues; and

· Existence of any outstanding issues.
	
	

	3.
Interview management and review the business continuity request information to identify:
· Any significant changes in business strategy or activities that could affect the business recovery process;

· Any material changes in the audit program, scope, or schedule related to business continuity activities;

· Changes to internal business processes;

· Key management changes;

· Information technology environments and changes to configuration or components;

· Changes in key service providers (technology, communication, back-up/recovery, etc.) and software vendor listings; and

· Any other internal or external factors that could affect the business continuity process.
	
	

	4.
Determine management’s consideration of newly identified threats and vulnerabilities to the organization’s business continuity process.  Consider
· Technological and security vulnerabilities;

· Internally identified threats; and

· Externally identified threats (including known threats published by information sharing organizations).
	
	

	5. 
Establish the scope of the examination by focusing on those factors that present the greatest degree of risk to the institution or service provider.
	
	

	Objective 2: Determine the existence of an appropriate enterprise-wide business continuity plan (BCP).

	1.
Review the written BCP(s) and verify that the BCP(s):
· Address(es) the recovery of each business unit/department/ function:

· According to its priority ranking in the Risk Assessment; and

· Considering interdependencies among systems.
	
	

	· Take(s) into account:

· Personnel; 

· Facilities;

· Technology (hardware, software, operational equipment);

· Telecommunications/networks;

· Vendors; 

· Utilities;

· Documentation (data and records);

· Law enforcement;

· Security;

· Media; and

· Shareholders.
	
	

	· Include(s) emergency preparedness and crisis management aspects:

· Has an accurate employee/manager contact tree;

· Clearly defines responsibilities and decision-making authorities for designated teams and/or staff members, including those who have authority to declare a disaster;

· Explains actions to be taken in specific emergency situations;

· Defines the conditions under which the back-up site would be used;

· Has procedures in place for notifying the back-up site;

· Designates a public relations spokesperson; and

· Identifies sources of needed office space and equipment and list of key vendors (hardware/software/communica-tions, etc.).
	
	

	2.
Determine if adequate procedures are in place to ensure the BCP(s) is (are) maintained in a current fashion and updated regularly.
	
	

	Objective 3: Determine the quality of BCP oversight and support provided by the board of directors and senior management.

	1.
Determine if the board has established an enterprise-wide business continuity planning process appropriate for the size and complexity of the organization which defines the organization’s business continuity strategy.
	
	

	2.
Determine if a senior manager has been assigned responsibility to oversee the development, implementation, testing, and maintenance of the BCP.
	
	

	3.
Determine if the board has ensured that adequate resources, including sufficient human resources, are devoted to the business continuity process.
	
	

	4.
Determine if the board reviews and approves the written BCP(s) and testing results at least annually and documents these reviews in the board minutes.
	
	

	5.
Determine if senior management periodically reviews and prioritizes each business unit, business process, department, and subsidiary for its critical importance and recovery prioritization.  If so, determine how often reviews are conducted.
	
	

	6.
If applicable, determine if senior management has evaluated the adequacy of the BCPs for its service providers, and ensured the organization’s BCP is compatible with those service provider plans, commensurate with adequate recovery priorities.  
	
	

	Objective 4: Determine if an adequate business impact analysis (BIA) and risk assessment have been completed.

	1.
Determine if all functions and departments were included in the BIA.
	
	

	2.
Review the BIA to determine if the identification and prioritization of business functions are adequate.
	
	

	3.
Determine if the BIA identifies maximum allowable downtime for critical business functions, acceptable levels of data loss and backlogged transactions, and the cost and recovery time objectives associated with downtime.
	
	

	4.
Review the risk assessment and determine if it includes scenarios and probability of occurrence of disruptions of information services, technology, personnel, facilities, and service providers from internal and external sources, including:

· Natural events such as fires, floods, and severe weather;

· Technical events such as communication failure, power outages, and equipment and software failure; and

· Malicious activity including network security attacks, fraud, and terrorism.
	
	

	5.
Ensure the risk assessment and BIA have been reviewed and approved by senior management and the board.
	
	

	6.
Ensure reputation, operational, compliance, and other risks are considered in plan(s).
	
	

	Objective 5: Determine if appropriate risk management over the business continuity process is in place.

	1.
Determine if adequate risk mitigation strategies have been considered for:

· Alternate locations and capacity for: 

· Data centers and computer operations;

· Back-room operations;

· Work locations for business functions; and

· Telecommunications.
	
	

	· Back-up of:

· Data; 

· Operating systems; 

· Applications; 

· Utility programs; and

· Telecommunications.
	
	

	· Off-site storage of: 

· Back-up media; 

· Supplies; and

· Documentation, e.g., BCP(s), operating and other procedures, inventory listings, etc.
	
	

	· Alternate power supplies:

· Uninterruptible power supplies (UPS); and

· Back-up generators.
	
	

	2.
Determine if satisfactory consideration has been given to geographic diversity for:
· Alternate processing locations;

· Alternate locations for business processes and functions; and 

· Off-site storage.
	
	

	3.
Ensure appropriate policies, standards, and processes address business continuity planning issues including:
· Systems Development Life Cycle, including project management;

· The change control process;

· Data synchronization, back up, and recovery;

· Employee training and communication planning;

· Insurance; and

· Government and community coordination.
	
	

	4.
Determine if personnel are adequately trained as to their specific responsibilities under the plan(s) and whether emergency procedures are posted in prominent locations throughout the facility.
	
	

	5.
Determine if the continuity strategy includes alternatives for interdependent components and stakeholders, including:
· Utilities;

· Telecommunications;

· Third-party technology providers;

· Key suppliers/business partners; and

· Customers/members.
	
	

	6.
Determine if there are adequate processes in place to ensure the plan(s) are maintained to remain accurate and current.
· Designated personnel are responsible for maintaining changes in processes, personnel, and environment(s).

· The board of directors reviews and approves the plan(s) annually and after significant changes and updates.

· Process includes notification and distribution of revised plans to personnel and recovery locations.
	
	

	7.
Determine if audit involvement in the business continuity program is effective, including:
· Audit coverage of the business continuity program;

· Assessment of business continuity preparedness during line(s) of business reviews;

· Audit participation in testing in an observer role; and

· Audit review of testing plans and results.
	
	

	Objective 6: Determine whether the BCP(s) include(s) appropriate testing to ensure the business process(es) will be maintained, resumed, and/or recovered as intended.

	1.
Determine if the BCP(s) is tested at least annually.
	
	

	2.
Verify that all critical business units/departments/functions are included in the testing.
	
	

	3.
Verify that tests include:
· Setting goals and objectives in advance;

· Realistic conditions and activity volumes;

· Use of actual back-up system and data files while maintaining off-site back-up copies for use in case of an event concurrent with the testing; 

· Participation and review by internal audit;

· A post-test analysis report and review process that includes a comparison of test results to the original goals;

· Development of a corrective action plan(s) for all problems encountered; and

· Board of directors review.
	
	

	4.
Determine if interdependent departments, vendors, and key market providers have been involved in testing at the same time to uncover potential conflicts and/or inconsistencies.
	
	

	5.
Determine if the level of testing is adequate for the size and complexity of the organization.  Determine if the testing includes:
· Testing the operating systems and utilities (infrastructure);

· Testing of all critical applications (application level);

· Data transfer between applications (integrated testing); and

· Testing the complete environment and workload (stress test).
	
	

	6.
Determine whether testing at an alternative location includes:
· Network connectivity;

· Items processing and backroom operations connectivity and information; and

· Other critical data feed connections/interfaces.
	
	

	7.
Determine whether testing of the information technology infrastructure includes:
· Rotation of personnel involved; and

· Business unit personnel involvement.
	
	

	8.
Determine whether management considered testing with:
· Critical service providers; 

· Customers;

· Affiliates; 

· Correspondent institutions; and

· Payment systems and major financial market participants.
	
	

	Objective 7: Determine if the information technology environment has a properly documented BCP that complements the enterprise-wide and other departmental BCPs.

	1.
Verify that the IT BCP properly supports and reflects the goals and priorities found in the business unit BCP(s).
	
	

	2.
Determine if all critical resources and technologies are covered by the BCP(s), including voice and data communication networks, customer delivery channels, etc.
	
	

	3.
Determine if the BCPs include the entire network and communication connections.
	
	

	4.
Determine if the BCP establishes processing priorities to be followed in the event not all applications can be processed.
	
	

	Objective 8: Determine whether the BCP(s) include(s) appropriate hardware backup and recovery.

	1.
Describe the arrangements for alternative processing capability in the event any specific hardware, the data center, or any portion of the network becomes disabled or inaccessible, and determine if those arrangements are in writing.
	
	

	2.
If the organization is relying on in-house systems at separate physical locations for recovery, verify if the equipment is capable of independently processing all critical applications.
	
	

	3.
If the organization is relying on outside facilities for recovery, determine if the recovery site:
· Has the ability to process the required volume;

· Provides sufficient processing time for the anticipated workload based on emergency priorities; and

· Allows the organization to use the facility until it achieves a full recovery from the disaster and resumes activity at the organization’s own facilities.
	
	

	4.
Review the contract between applicable parties, such as recovery vendors.
	
	

	5.
Determine how the recovery facility’s customers would be accommodated if simultaneous disaster conditions were to occur to several customers during the same period of time.
	
	

	6.
Determine whether the organization ensures that when any changes (e.g. hardware or software upgrades or modifications) in the production environment occur that a process is in place to make or verify a similar change in each alternate recovery location.
	
	

	7.
Determine whether the organization is kept informed of any changes at the recovery site that might require adjustments to the organization’s software or its recovery plan(s).
	
	

	Objective 9: Determine whether the business continuity process includes appropriate data and application software backup and recovery.

	1.
Determine if:
· Duplicates of the operating systems are available both on- and off-site.

· Duplicates of the production programs are available both on- and off-site, including both source (if applicable) and object versions.

· All programming and system software changes are included in the back up.

· Back-up media is stored off-site in a place from which it can be retrieved quickly at any time.

· Frequency and number of back-up generations is adequate in view of the volume of transactions being processed and the frequency of system updates.

· Duplicates of transaction files are maintained on- and off-site.

· Data file back-ups are taken off-site in a timely manner and not brought back until a more current back-up is off-site.
	
	

	2.
Review the written IT continuity plan(s) and determine if the plan(s) addresses the back-up of the systems and programming function (if applicable), including:

· Back-up of programming tools and software; and

· Off-site copies of program and system documentation.  
	
	

	Objective 10: Determine whether the BCP(s) include(s) appropriate preparation to ensure the data center recovery processes will work as intended.

	1.
Determine if the data center has a properly documented BCP(s).  Verify that the information technology BCP(s) properly supports and reasonably reflects the goals and priorities found in the corporate BCP(s).
	
	

	2.
Determine if the plan addresses how backlogged transactions and other activity will be brought current.
	
	

	3.
Determine if there are plans in place that address the return to normal operations and original business locations once the situation has been resolved and permanent facilities are again available.
	
	

	4.
Determine if adequate documentation is housed at the alternate recovery location including:
· Copies of each BCP;

· Copies of necessary system documentation; and
	
	

	Objective 11: Determine that the BCP(s) include(s) appropriate security procedures.

	1.
Determine whether adequate physical security and access controls exist over data back-ups and program libraries throughout their life cycle, including when they are created, transmitted/delivered to storage, stored, retrieved and loaded, and destroyed.
	
	

	2.
Determine if appropriate physical and logical access controls have been considered and planned for the inactive production system when processing is temporarily transferred to an alternate facility.
	
	

	3.
Determine if the intrusion detection and incident response plan considers resource availability, and facility and systems changes that may exist when alternate facilities are placed in use.
	
	

	4.
Determine if the methods by which personnel are granted temporary access (physical and logical) during continuity planning implementation periods are reasonable.
· Evaluate the extent to which back-up personnel have been reassigned different responsibilities and tasks when business continuity planning scenarios are in effect and if these changes require a revision to the levels of systems, operational, data, and facilities access.

· Review the assignment of authentication and authorization credentials to determine if they are based upon primary job responsibilities and if they also include business continuity planning responsibilities.
	
	

	Objective 12: Determine whether the BCP(s) address(es) critical outsourced activities.

	1. 
Determine if the BCP(s) address(es) communications and connectivity with technical service providers in the event of a disruption at the institution.
	
	

	2.
Determine if the BCP(s) address(es) communications and connectivity with technology service providers (TSPs) in the event of a disruption at the service provider’s facility(ies).
	
	

	3.
Determine if there are documented procedures in place for accessing, downloading, and uploading information with TSPs, correspondents, affiliates and other service providers, from primary and recovery locations, in the event of a disruption.
	
	

	4.
Determine if the institution has a copy of the TSP’s BCP(s) and incorporates it, as appropriate, into their plans.
	
	

	5.
Determine if management has received and reviewed testing results of their TSPs.
	
	

	6.
When testing with the critical service providers, determine whether management considered testing:
· From the institution’s primary location to the TSPs’ alternative location;

· From the institution’s alternative location to the TSPs’ primary location; and

· From the institution’s alternative location to the TSPs’ alternative location.
	
	

	7.
Determine if institution management has assessed the adequacy of the TSP’s business continuity program through their vendor management program (e.g. contract requirements, SAS 70 reviews).
	
	

	Conclusions

Objective 13: Discuss corrective action and communicate findings.

	1.
From the procedures performed:
· Document conclusions related to the quality and effectiveness of the business continuity process.

· Determine and document to what extent, if any, you may rely upon the procedures performed by the internal and external auditors in determining the scope of the business continuity procedures.
	
	

	2.
Review your preliminary conclusions with the examiner-in-charge (EIC) regarding:
· Violations of law, rulings, regulations;

· Significant issues warranting inclusion as matters requiring board attention or recommendations in the report of examination; and

· Potential impact of your conclusions on composite and component ratings.
	
	

	3.
Discuss your findings with management and obtain proposed corrective action and deadlines for remedying significant deficiencies.
	
	

	4.
Document your conclusions in a memo to the EIC that provides report ready comments for all relevant sections of the FFIEC Report of Examination.
	
	

	5.
Organize your work papers to ensure clear support for significant findings and conclusions.
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