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company...”
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Dollar Amount of Losses by TypeDollar Amount of Losses by Type

2001: 273 Respondents/37%

Active wiretapping
Telecom eavesdropping

System penetration

Sabotage
Denial of service

Insider net abuse

Laptop theft
Virus

Financial fraud

Telecom fraud

Theft of proprietary info
Unauthorized insider access $6,064,000

$151,230,100

$904,100

$91,230,100

$45,288,150
$8,849,000

$35,001,650

$4,283,600

$5,183,100

$19,066,600

$866,000
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¤ Results in numbers
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○Out of a total of  31 million websites 

approximately 8 million use Microsoft IIS (July 
2001)

¤ Percentage of infected machines is low (~4%)

¤ Security hole within IIS has been known for severall 
months, patch available

¤ 300,000 hosts are principally sufficient for a 
successful DDoS-attack on any target
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¤ Frequency (Annualized Rate of Occurrence)
○ certain threats may occur with great frequency or 

others are more rare

¤ Probability of Loss (Annualized)
○ the chance of expected monetary loss attributable to a 

given threat event.   Emphasis must be on the 
modeling of those events that are infrequent and 
catastrophic versus known (probable) threat events 
with low loss exposure
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¤ Annualized Loss Exposure (Frequency x Single Loss 
Exposure)
○ The annualized loss exposure is central to any total 

cost of risk analysis.  This will clearly express the 
cost/benefit analysis for:

• investments in information technology tools (to 
eliminate threats, reduce exposure and reduce 
frequency)

• to identify what risks and exposures can be reasonably 
borne by the insured and,

• to point to the monetary cost of identifiable infrequent 
and catastrophic exposures that are more appropriately 
transferred to third party insurers
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event
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