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In this presentation, we're going to take a look at 
how the privacy exam procedures are organized.  
This overview will help you to discern more 
quickly the atypical way in which these particular 
procedures were designed.  

 

The exam procedures provide six different 
modules -designed to lead you through only those 
requirements applicable to the institution you're 
examining.  The modules you use will  depend on 
how the bank you are examining is handling 
privacy issues.  

 

 

Some banks may not share any of their consumer's 
nonpublic personal information with nonaffil iated 
third parties —outside of the rule exceptions.  
Thus, these banks will need to meet only minimal 
requirements in order to comply with the privacy 
regulations.   

On the other hand, banks may be engaged in 
multiple agreements with a variety of 
nonaffil iated third parties,  necessitating a much 
more complex set of privacy notifications and 
internal operating procedures.  
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The exam process starts with a set of initial  
procedur es to help you assess the scope of 
information sharing practices at  the institution 
you are examining.  You use the information 
gathered in the initial phase to work through a 
decision tree (also provided in the procedures) 
and to determine which modules are applicable to 
a particular exam.   

You will  select one of three possible modules for 
determining whether an institution’s privacy 
notices are accurate and that the bank has 
adequate procedures.  The modules correspond 
with how an institution shares nonpublic personal 
information (about i ts consumers) with 
nonaffil iated third parties.    

 

Module one is for financial institutions that share 
nonpublic personal information with nonaffil iated 
third parties under: 

-  Sections 14 and/or Section 15 of the 
regulations (regardless of whether or not the 
institution is also sharing under Section 13) 
and under  

-  Situations outside of the exceptions 
(Situations that require an institution to 
provide an opportunity for customers to opt 
out of having their information shared).  

 

Since these practices constitute the most 
expansive degree of information sharing that is 
permissible under the regulation, these 
institutions are also held to the most stringent 
compliance standards.  
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Module two applies to financial institutions that 
share nonpublic personal information (with 
nonaffil iated third parties) under Sections 13, 14, 
and/or Section 15, but do not share information 
outside of exceptions in the regulations. 

 

Module three applies to financial institutions that 
share nonpublic personal information with 
nonaffil iated third parties only under Sections 14, 
and/or Section 15, but do not share information 
outside of those exceptions.  

 

In addition to how a bank handles nonpublic 
personal information about i ts own consumers,  
you may also need to look at how the bank reuses 
and or rediscloses information it  receives from 
other nonaffil iated financial institutions. 

Let’s take a look at how the decision tree process 
might work on this simple example.  
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This time for determining which of two modules, 
if  either,  you should use to evaluate a particular 
bank.  

The first  question in the decision making tree is;  
"does the institution being examined receive 
nonpublic personal information from any 
nonaffil iated financial insti tutions?"  

 

If  a bank does not receive any nonpublic personal 
information from nonaffil iated financial 
institutions, obviously, you don't  need to review 
this aspect of the bank's handling of privacy-
related information.  

 

However, if  the bank does receive such 
information,   
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you will need to determine if it  receives it  under 
Sections 14 and/or 15 or outside of Sections 14 
and 15. 

 

If  the bank receives nonpublic personal 
information from a nonaffil iated third party under 
Sections 14 and/or 15 you will  need to use 
module 4 of the procedures.  

If the bank receives information outside of 
Sections 14 and 15 of rule, then you will  need to 
use module 5 for your exam.  

 

The sixth module in the procedures relates to a 
bank's sharing of consumers'  account numbers or 
codes with nonaffil iated third parties (other than 
a consumer reporting agency) for telemarketing, 
direct mail,  or electronic mail marketing.  
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If  the bank does such sharing, you will  need to 
use Module 6 of the exam procedures; if  not,  no 
review of this aspect of privacy is necessary.  

 

That concludes our overview of the privacy exam 
procedures.   

 

With this information, and that covered in earlier 
presentations, you should have a solid background 
for more detailed research and training in privacy 
requirements for consumer's financial 
information.  

However,  there's another topic that,  although not 
related directly to compliance examinations, 
offers additional perspective on how banks should 
be responding to this emerging issue.  
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That topic is the requirements for the way in 
which a bank physically protects i ts consumer's 
nonpublic personal information—requirements set 
out in Section five O one b, of the G-L-B Act. 

 

 

This issue is discussed in the last two 
presentations.  
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